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a) Ensure that the information in Appendix A is correct 
and complete, and updated if Customer regards 
necessary.

b) Provide the information to Data Subject that is required 
under GDPR

c) Ensure that it has and maintains a lawful basis, as 
defined in the GDPR, for processing of all Personal 
Data it performs during the term of this DPA towards 
Data Subject.

d) Inform  without undue delay in the event i)

accordance with the GDPR ceases to exists (e.g. 
withdrawal of consent by Data Subject), and ii) 
Customer obtains information that create suspicion of 
unauthorized access to or handling of Personal Data. 
Customer shall provide all relevant information. Section 
18 of this DPA applies accordingly.

11. Processor
is the Processor for Personal Data processed on 

and this Data 
Processing Agreement.  is responsible for 
compliance with its obligations as Processor under the 
GDPR and other applicable data protection laws, hereunder 
to process data according to written instructions from 
Customer.
In particular,  will:

a) process the Personal Data only on documented 
written instructions from the Customer,

b) not transfer the Personal Data to a third country or 
an international organisation that does not ensure 
an adequate level of protection in accordance with 
GDPR Article 45, or within the safeguards defined
in GDPR Article 46,

c) ensure that persons authorised to process the 
Personal Data have committed themselves to 
confidentiality

ensure where a (sub-)processor is engaged, the same data 
protection obligations as set out in this Data Processing 
Agreement shall be imposed on that other processor by way 
of a contract 

d) take into account the nature of the processing, 
assist the Customer by appropriate technical and 
organisational measures, insofar as this is 

obligation to respond to requests for exercising 

Chapter III
e) assist the Customer in ensuring compliance with 

the obligations pursuant to GDPR Articles 32 to 
36 taking into account the nature of processing 
and the information available to the processor

f) make available to the Customer all information 
necessary to demonstrate compliance with the 
obligations laid down in GDPR Article 28 and
allow for audits by the Customer.

g) immediately inform the Customer if, in 

GDPR.

 shall assist the Customer in ensuring compliance 
with applicable law, including assisting the Customer with: 
Customer Complying with duty of notification to supervisory 
authorities and data subjects in case of a personal data 
breach;
Conduct data privacy impact assessments;
Conduct prior consultations with supervisory authorities 
when a privacy impact assessment makes it necessary;
Notice to the Controller if the Processor is of the opinion that 
an instruction from the Controller is non-compliant with 
applicable data protection regulations.

Assistance as set out above, shall be carried out to the 

the nature of the processing and the information available to 
the Processor.

12. Right to edit or delete Personal Data
 will at all times grant Customer, as agreed in the 

Agreement, electronic access to online software

Customer to delete, release, correct or block access to 
specific Personal Data, as Customer requires at all times.
Customer may, to the extent permitted by applicable law, 
provide detailed written instructions to  to delete, 
release, correct or block access to Respondent Personal 
Data. If Customer requires  to perform such 
deletion, release, correction or blocking of access to data 
that Customer could itself have performed, Customer 

-current fees associated 
with such performance.

13. Data Transfer within EEA
With respect to Personal Data stored by the  
Group in data centres in the European Economic Area 
(EEA),  shall ensure compliance by members of 
the  Group as follows: (i) for members of the 

 Group,  and other relevant entities 
have binding intra-company agreements requiring 
compliance with all applicable security and data privacy 
policies and standards, and (ii) for Sub processors, 

 Group has entered into contracts with Sub 
processors which provide that the Sub processor will 
undertake data protection and confidentiality obligations 

standards. 

14. Data Transfer to countries outside EEA
 will not transfer personal date outside the EEA, 

to any country or recipient: (i) not recognized by the 
European Commission as providing an adequate level of 
protection for personal data, or (ii) not covered by a suitable 
safeguard recognized by the relevant authorities or courts 
as providing an adequate level of protection for personal 
data, including but not limited to Binding Corporate Rules, 
Binding Corporate Rules for Processors and EU Standard
Model Clauses.

storage area in the EEA from, the EEA storage area, it is 
Customers responsibility to ensure that either the transfer of 
data takes place based on a adequacy decision by the 
European Commission as defined in GDPR Article 45, or 
appropriate safeguards defined in GDPR Article 46 are in 
place for such access or transfer. 

15. Affiliates and Sub-processors

may be performed by Affiliates. 
 may also engage third party Sub-processors to

assist in the provision of software access in the Agreement.
 will provide a list of Sub-processors that may 

Process the Personal Data to Customer upon request.
 shall remain responsible at all times for 

compliance with the terms of the Agreement and this Data 
Processing Agreement by  Affiliates and Sub-
processors.

Affiliates and Sub-processors in the performance of the 
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Agreement in accordance with this Data Processing 
Agreement.
If  plans to change sub-contractors or plans to 
use a new sub-contractor,  shall notify the 
Customer in writing 4 months prior to any Processing by the 
new sub-contractor, and the Controller is entitled to object to 
the change of sub-contractors within 1 month upon the 
receipt of such notice. Should the Controller object to the 
change, Controller may terminate the Agreement in writing
upon 3 . To the extent Controller does not 
terminate the Agreement, the change of sub-processor is 
rendered as accepted.  

16. Technical and Organizational Measures
When Processing Personal Data on behalf of Customer in
connection with fulfilment of the Agreement,
shall ensure that it implements and maintains compliance
with appropriate technical and organizational security
measures for the Processing of such data. Accordingly,

 will implement the technical and organizational
measures, hereunder 
Organizational Measures and 
policy.

17. Audit Rights

of the Agreement and this Data Processing Agreement up to
once per calendar year, or to the extent required by
applicable law. If a third party is to conduct the audit, the
third party must be mutually agreed to by Customer and

 Any person conducting the audit on behalf of
Customer, either its employees or a third party, must
execute a written confidentiality agreement acceptable to

 before conducting the audit.
To request an audit, Customer must submit a detailed audit
plan at least two weeks in advance of the proposed audit
date to  describing the proposed scope, duration,
and start date of the audit.  will review the audit
plan and provide Customer with any concerns or questions
(for example, any request for that could compromise

 security, privacy, or employment policies).
 will work cooperatively with Customer to agree

on a final audit plan.
The audit must be conducted during regular business hours
at the applicable facility, subject to  policies, and
may not unreasonably interfere with  business
activities.  will make reasonable efforts to provide
requested information required for such an audit to
Customer or external auditor authorized according to this
agreement.
Customer will provide  with any audit reports
generated in connection with any audit under this section,
unless prohibited by law. Customer may use the audit
reports only for the purposes of meeting its regulatory audit
requirements and/or confirming compliance with the
requirements of the Agreement and this Data Processing
Agreement. The audit reports are Confidential Information of
the parties under the terms of the Agreement.
Any audits are at the Customer's expense. Any request for

 to provide assistance with an audit is considered
then

current hourly rates.

18. Incident Management and Breach Notification
 evaluates and responds to incidents that create

suspicion of unauthorized access to or handling of Personal
Data.  will work with Customer, within internal

 lines of business, with the appropriate technical
teams and, where necessary, with outside law enforcement
to respond to the incident. The goal of the incident response
will be to restore the confidentiality, integrity, and availability

of the software environment, and to establish root causes 
and remediation steps. 

shall without delay, and no later than within 60 
hours, upon becoming aware of an accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or 
access to, Personal Data processed by  notify 
the Customer: Where the information is available for 

 the notification shall at least:
(i) describe the nature of the personal data breach
including where possible, the categories and approximate
number of data subjects concerned and the categories and
approximate number of personal data records concerned;
(ii) communicate the name and contact details of the data
protection officer or other contact point at the Data
Processor where more information can be obtained;
(iii) describe the likely consequences of the personal data
breach;
(iv) describe the measures taken or proposed to be taken
by the controller to address the personal data breach,
including, where appropriate, measures to mitigate its
possible adverse effects.
To the extent required under the GDPR, and upon

 will assist Customer in its
obligation to notify the supervisory authority of a personal
data breach. If Customer requires  to provide
such assistance, -
current fees associated with such assistance.

19. Requests from Data Subject
Considering the nature of the Processing, shall
implement appropriate technical and organisational

to requests regarding exercising the rights of the data
subject.  shall, to the extent legally permitted,
promptly notify Customer if it receives a request from a Data
Subject for access to, correction, amendment or deletion of

written consent, except to confirm that the request relates to
Customer.
To the extent Customer, in its use or receipt of the Services,
does not have the possibility to correct, amend, block or
delete Personal Data, as required by Data Protection Laws,

 shall comply with any reasonable request by
Customer to facilitate such actions to the extent 
is legally permitted to do so.
Customer hereby instructs  to allow, to the extent

edit, the Personal Data from individual Respondents.
The responsibility for ensuring that processing is compliant
with applicable law when Customer accesses and edits
Personal Data from individual Respondents remains solely
with Customer.

 shall provide Customer with reasonable
cooperation and assistance in relation to handling of a Data

to the extent legally permitted and to the extent Customer
does not have access to such Personal Data through its use
or receipt of the Services.

 may not disclose or provide access to the Data

for such disclosure or access be directed to 
 shall forward this request to Customer.

20. Security of processing
Taking into account the state of the art, the costs of
implementation and the nature, scope, context and
purposes of processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural
persons,  will implement appropriate technical
and organisational measures to ensure a level of security
appropriate to the risk, including, as appropriate:
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APPENDIX A TO DATA PROCESSING AGREEMENT
Customer/ Controller: POLICE ACADEMY

Processor:

Contact person (Reseller): , 

Description of Data and Processing
In order to comply with the requirements of the GDPR, the parties must be informed of certain details related to the Personal Data that 
will be processed.

The list below includes the required information, ref. GDPR Article 28

Subject-matter of the 
processing:

Providing software: The Subject- provision of 
access to its software to Customer, in order to make Customer able to collect, process, 

Support and other services: If applicable in the Agreement, the subject-matter includes 
provision of Support, Advisory Services and Professional Services 
access to and use of the software.

Duration of the 
processing

Providing software: The duration of the data processing is defined by the Customer in the 
software on a case-by-case basis, but under no event longer than the duration set forth in 
the Agreement.
Support and other services: Personal Data will be stored for as long as required ii) to fulfill 
all obligations deriving from the execution of the Agreement, this DPA or, if applicable, any 
additional agreements between Customer and or ii) required by applicable 
statutory laws. 
Personal Data will be deleted by  in accordance with its then-current deletion 
routine. 

Nature of the processing 

of access to software:

User data: In order to fulfil the Agreement,  collects User data. During 

identify and store conta
Furthermore, the information is required in order for  to know who the registered 
users of its software are, in accordance with the Agreement. Customer can at any time 
access and edit, update or delete contact details by logging in with username/password to 

privilege levels within their account, depending on the Agreement. The Personal Data will 
be stored in the environment provided by  under the Agreement, it will be 
accessed in case of support inquiries, and it will be used for sending required information 
relating to software, services and the Agreement to relevant contact persons.

Respondent data:  provides access to feedback management software online. 
Surveys used for gathering feedback are created by Customer, who makes them available 

provided to the software by the Respondents themselves, and stored in environment 
provided by  under the Agreement. 

Nature of the processing 

of Support to Customer:

User data: The Personal Data stored in the environment provided by  under the 
Agreement will be accessed by  Support personnel in case of support inquiries, 
and it will be used for sending required information relating to software, services and the 
Agreement to the relevant contact persons.

Respondent data: Access to the Personal Data may take place if customer has support 
enquiries. If such support enquiries so require,  support personnel may access, 
extract, store and change information, including personal data. 

Nature of the processing 

of advisory services and 
Professional Services to 
Customer, if applicable:

User data: The Personal Data stored in the environment provided by  under the 
Agreement will be accessed by  Support personnel in case of support inquiries, 
and it will be used for sending required information relating to software, services and the 
Agreement to the relevant contact persons.

Respondent data: Access to the Personal Data may take place if specific projects are
defined in Agreement. If such specific projects so require,  consultants may 
access, extract, store and change information, including personal data. 

Purpose for the 
processing:

 shall process Personal Data solely for the purpose of fulfilling of the Agreement 
with Customer, and shall not otherwise Process and use Personal Data for purposes other 
than those set forth in this DPA, the Agreement, or as instructed in writing by Customer.

Customer has defined its purpose for the processing of Personal Data in the Software on a 
case-by-case basis, or in the Agreement. If Customer has not defined the purpose for the data 
processing, data processing is limited to the following purposes:
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[purpose to be listed, if applicable]

The Categories of Data 
Subjects

As the controller, Customer may choose to add or specify Categories of Data subjects. 
Customer will list such additional or specified categories herein, or inform  
separately in writing. If Customer has not added such additional or specified categories of Data 
Subjects, the following Categories will be processed:

Users:
and/or contractors who are determined by Customer to access and use software online, 
provided to Customer under the Agreement to make or publish surveys, to access reports 
or for other purposes. 

Respondents:

any 
other party who is invited to respond to surveys as Respondents. 

[additional categories to be listed, if applicable]

The types of Personal 
Data 

Non-sensitive data: As the controller, Customer may choose to add or specify Types of 
Personal Data. Customer will list such additional or specified Types of Personal Data herein, or 
inform  separately in writing. If Customer has not added such additional or specified 
Types of Personal Data, the following Types may be processed:

Personal data from Users. Name, e-mail address, telephone number, role, Area of interest, 
Address.

Personal data from Respondents: Any data in data fields specifically tagged by Customer 
as Personal Data in the software, Name, e-mail address, address, telephone number, role, 
Age, Date of Birth, Marital Status, Number of children, Area of interest, employment details 
business address

[additional types to be listed, if applicable]

Sensitive data: As the controller, Customer may choose to collect Special Categories of Data, 
as described in GDPR Article 9. Customer will list such additional or specified categories 
herein, or inform  separately in writing. If Customer has not added such additional or 
specified special categories of Data, no special categories of data will be processed:

[special categories to be listed, if applicable]

.






































